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ABSTRACT

The VANETs (Vehicular Ad hoc Network) brought more safety and comfort to traffic, allowing
the exchange of traffic messages and entertainment content between vehicles. However,
several types of attacks are known on vehicle networks, causing significant problems for
drivers. Inconsistency and collusion attacks by bad-mouthing, for example, can disturb the
correct functioning of the network. This paper presents DVNAT (Dedicated Vehicular Network
ArchiTecture), which is capable of handling these types of attacks on vehicular networks. It
uses a digital signature with the Ed25519 algorithm and a centralized reputation system with
the LETICIA (Lightweight and EfficienT Information exChange In Ad-hoc network) algorithm
developed to mitigate malicious vehicle attacks on the network. Simulation results show that
DVNAT with the LETICIA algorithm effectively reduced the reputation of the malicious vehicle
against inconsistency attacks while maintaining the reputation of the vehicle honest against
bad-mouthing collusion attacks when compared to the ARS algorithms, BYOR, BYOR-LF, and
IDES algorithms.

Keywords: VANET, reputation system, Ed25519.



RESUMO

As VANETSs (Vehicular Ad hoc Network) trouxeram mais seguranca e conforto para o transito,
possibilitando a troca de mensagens de tradfego e contetidos de entretenimento entre os veiculos.
Entretanto, existem vérios tipos de ataques conhecidos em redes veiculares, que podem trazer
grandes problemas para os motoristas. Ataques de inconsisténcia e conluio por bad-mouthing,
por exemplo, sdo capazes de perturbar o correto funcionamento da rede. Este trabalho
apresenta o DVNAT (Dedicated Vehicular Network ArchiTecture), que é capaz de lidar com
esses tipos de ataques em redes veiculares. Ele utilizando assinatura digital com o algoritmo
Ed25519 e um sistema de reputacdo centralizado com o algoritmo LETICIA (Lightweight and
EfficienT Information exChange In Ad-hoc network), que foi desenvolvido para mitigar ataques
de veiculos maliciosos em VANET. Resultados de simulacdo mostram que o DVNAT com O
algoritmo LETICIA reduziu efetivamente a reputagdo do veiculo malicioso contra ataques de
inconsisténcia, a0 mesmo tempo que manteve a reputacio do veiculo honesto contra ataques de
conluio por bad-mouthing, quando comparado aos algoritmos ARS, BYOR, BYOR-LF e IDES.

Palavras-chave: VANET, sistema de reputacdo, Ed25519.
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1 INTRODUCTION

Due to the miniaturization of the embedded devices, the vehicles incorporated in their
on-board systems equipment can create a communication network. This network was named
Vehicular Ad Hoc Network (VANET), which deals specifically with vehicular communication,
where standards and protocols were also developed for this purpose. In VANET, vehicles
behave like the nodes of a network, communicating directly with each other or with intermediate
infrastructure devices, called Road Side Unit (RSU). The VANETSs bring more comfort
and especially safety for drivers. Several applications go beyond the use of VANET, from
communication and accident registration, information about the state of the road, points of
interest, and even entertainment services, such as sharing multimedia files.

In some applications, the information exchanged between nodes is critical, such as road
safety information, for example. It is estimated that every year, 1.35 million people die in traffic
accidents, (World Heath Organization, 2020). Many solutions for communication in VANETSs
have been proposed in recent years to improve traffic safety, but just implementing a system for
exchanging messages in traffic does not make traffic safer. It shows the need to create more and
attack-tolerant vehicle networks.

The sending of false information in critical scenarios can cause accidents, divert the
driver from his route, create false traffic situations, and even qualify a vehicle from the network
unfairly or imprecisely. The nodes of a network must have confidence in the information
exchanged with their neighbors, as disseminating false messages between the nodes of a
network or an application can have disastrous consequences (PEDROSO et al., 2019; Su et
al., 2020). One way to contain the dissemination of this message type is to use a network
architecture that contemplates: (a) an efficient vehicle reputation system, capable of following
the behavior of the vehicle; (b) a digital signature algorithm that is fast and compatible with
vehicular networks’ reality to ensure that messages sent are not repudiated.

A robust reputation system for vehicle networks must be able to judge the vehicles
involved in the communication and react to possible attacks, reducing malicious vehicles’
reputation to mitigate their effects. Critical applications in VANET must vigorously punish
malicious vehicles and considerably decrease their reputation. Some systems found in the
current literature smoothly reduce the malicious vehicle’s reputation and still allow its rapid
recovery. Others reduce it drastically, not allowing it to resume if it returns to behaving

ethically. Many of these works fail because they do not present simulations or experiments,
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do not evaluate the network under malicious attacks, or evaluate these systems with a reduced
number of vehicles or even from the perspective of just one type of attack.

Some attacks against vehicular networks are very ordinary, such as the inconsistency
attack when a vehicle remains unstable by sending false and true messages (ZHANG, 2011),
and bad-mouthing attack, when a malicious vehicle opines negatively on the messages received,
in order to harm another vehicle (BANKOVIC et al., 2011; WANG et al., 2016). This attack

can also be enhanced when multiple vehicles come together to attack a specific vehicle.

1.1 Motivation

The implementation of vehicular communication allows bringing comfort and
tranquility to the drivers. Some safety problems arise, such as false messages, outdated or
out of context, electronic rumors, and SPAM. It can lead the driver to make incorrect decisions
or be attacked by malicious people. The correct implementation of a secure communication
method, but with an acceptable overhead, is a challenge because, in VANET, time constraints
for message exchange and high mobility between vehicles are restrictions that must be taken
into account (BAO et al., 2017).

Malicious vehicles can poison the network with fake messages, alternating their
behavior, sending real and fake messages to confuse neighbors. Several vehicles can also join
together to make a group attack against a specific node’s reputation to gain some advantage.
Therefore, the guarantee of receiving a valid and reliable message can be achieved by observing
the reputation of the nodes that send the messages. It gives drivers all the benefits that
applications in VANET can offer.

High-priority false messages circulating on the network, such as accident information
and mandatory detours, can be as dangerous as a real accident or cause significant disruption
to the correct traffic flow. For example, a misleading message about an accident stating
an alternative route for vehicles can cause drivers to be directed to even more dangerous
locations and give rise to new types of thefts, kidnappings, among other problems. This work’s
accomplishment contributes to improving security in VANETS and brings users more utility to

the network, reducing the number of false positives.
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1.2 Problem definition

There are many reputation systems and architectures proposed in the literature to combat
attacks on vehicular networks. The problem is the lack of a system that can handle and mitigate
both inconsistency attacks and bad-mouthing collusion attacks, using a single algorithm capable

of finding a balance when reputing vehicles according to their behavior on the network.

1.3 Goals

This work’s main objective is to create a vehicular network architecture capable of
guaranteeing confidence in the messages received and safety for the driver when making
decisions. For this, the proposed architecture makes use of (a) a digital signature algorithm that
is fast and compatible with the reality of a VANET; (b) a lightweight and efficient algorithm
against inconsistency and collusion by bad-mouthing attacks; (c) an architecture to simulate

reputation in VANET.

1.3.1 Specific goals

In addition to the proposed goals, the specific objectives include:

* to prove the privacy of the vehicle on the network, using a short-term certificate to sign

the messages;

* to ensure the authenticity and non-repudiate of the messages, through the use of digital
signature with Ed25519 Edwards curve 25519 (Ed25519) digital signature algorithm. It
is a lightweight algorithm and has been widely used in several computational systems

(IANIX, 2020);

* to implement a centralized reputation system that contains an algorithm capable of
following the behavior of vehicles and reputing them fairly. This system must be resistant

to attacks of inconsistency and bad-mouthing collusion;

* to create an architecture containing dedicated entities and services at the core of its

infrastructure, to control the entire reputation system and distribution of certificates;

* toincrease VANET reliability to reduce the incorrect decisions by drivers due to the traffic

of false messages on the network;
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1.4 Contributions

The main contributions of this work were the development of Dedicated Vehicular
Network ArchiTecture (DVNAT) and Lightweight and EfficienT Information exChange In
Ad-hoc network (LETICIA). DVNAT is a complete and functional approach to the vehicular
network, composed of dedicated services, taking into account aspects of the real world
through the Veins framework (SOMMER; GERMAN; DRESSLER, 2011), widely used in
VANET simulations. This architecture uses a digital signature to guarantee the authenticity
and non-repudiation of the messages in VANET. The second, LETICIA, is a lightweight
reputation algorithm that uses simple calculations to maintain the vehicle’s reputation against
inconsistency and bad-mouthing collusion attacks.

LETICIA is a lightweight reputation algorithm that uses simple calculations to maintain
the vehicle’s reputation against inconsistency and bad-mouthing collusion attacks.

The contributions of this work also resulted in the following publications:

* NATIVIDADE, D.; CORREIA, L.; SANTOS, A. Um algoritmo de reputacdo centralizado
para redes veiculares contra ataques de inconsisténcia e bad-mouthing. In: SBSeg -

Simpésio Brasileiro de Seguranga da Informacdo e Sistemas Computacionais. 2020.

* NATIVIDADE, D. V.; CORREIA, L. H. A. Avaliacdo de algoritmos de assinatura digital
em redes veiculares utilizando ambiente emulado. In: Workshop de Geréncia e Operacao

de Redes e Servigos. 2020.

1.5 Work organization

This work is organized as follows: Chapter 2 shows the background for understanding
this work, as VANET concepts, protocols, and kinds of attacks. Some related work is presented
and compared in Chapter 3. The proposed architecture and the used reputation algorithm is
presents in Chapter 4 and Chapter 5, respectively. The methodology used and the metrics and
some preliminary tests are shown in Chapter 6. Chapter 7 presents the test results of this work.

The Chapter 8 concludes the work with the final considerations.
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2 BACKGROUND

This chapter presents the background for understanding this work, giving a brief
description of VANET, the types of authentication protocols used, the Institute of Electrical
and Electronics Engineers (IEEE) 1609 standard, kinds of attacks in vehicular networks, and

some cryptography and authentication protocols.

2.1 VANET

VANET is the term used to refer to vehicular networks. A priori VANET refers to
how is established the communication between the network vehicles: from Vehicle to Vehicle
(V2V). However, since there is an exchange of messages between vehicles and the network
infrastructure (RSU) — Vehicle to Infrastructure (V2I) communication, the term VANET is
controversial among researchers, (HARTENSTEIN; LABERTEAUX, 2008). The Figure 2.1
illustrates V2V communication, where the vehicles send and receive messages directly from
each other. Figure 2.2 shows a V2I communication, in which vehicles communicate with the

infrastructure through RSU.

Figure 2.1 — V2V communication

- )

Source: author’s own (2020)

A vehicle network’s primary purpose is to bring safety to the driver by sharing relevant
information about road conditions and traffic (Brendha; Prakash, 2017). Nevertheless, it
can also exchange entertainment information, such as multimedia files, through an Internet
connection (MISHRA; SINGH; KUMAR, 2016). Unlike other network topologies, in a
VANET, nodes move at high speeds (in equal or opposite directions) and deal with broadcast
messages from a large number of nodes. For a network of this length to work correctly, a

standard was designed to support communication between vehicles: IEEE 1609.
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Figure 2.2 — V2I communication

4y
oo @ oo

Source: author’s own (2020)
2.2 1EEE 1609 Standard

In 2006, the IEEE created the first version of a network communication standard called
Wireless Access in Vehicular Environments (WAVE), which was based on the IEEE 802.11p
and IEEE 1609 standards, for physical layer modeling and definition of architecture and security
services, respectively (AHMED; ARIFFIN; FISAL, 2013). The IEEE 1609 standard has several
subdivisions, where each defines a specific layer of the network. The same has undergone
updates in 2010, 2013, 2016, and 2017.

The physical layer operates on the SGHz band and has seven channels of 10MHz each,
being service, communication, and security channels (EICHLER, 2007). The IEEE 1609
standard describes the Medium Access Control Layer (MAC layer) and its access mechanisms
and the network layer, with Internet Protocol Version 6 (IPv6) and WAVE Short Message
Protocol (WSMP) addressing, for sending high-priority and common messages respectively
(AHMED; ARIFFIN; FISAL, 2013).

Application security services and message management services are defined in the IEEE
1609.2 standards, which was last revised in 2017 on IEEE 1609.2.a (IEEE1609.2a, 2017). This
model uses a cross-layered approach (implemented in multiple layers). The Figure 2.3 shows

the main norms and protocols that make up the WAVE standard. These are explained below.

IEEE 1609.4-2016
Specifies extensions of the IEEE 802.11 layer (MAC layer) such as multichannel

Operations, channel coordination, and routing, multichannel synchronization, Enhanced
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Figure 2.3 — WAVE: layers, standards and protocols

Application

TCP/UDP
(IEEE 1609.3) WSMP
IPV6 (IEEE 1609.3)
(IEEE 1609.3)
LLC
(IEEE 802.2)
Multi-channel operation
(IEEE 1609.4)
MAC
(IEEE 802.11p)
Physical
(IEEE 802.11p)

Security
(IEEE 1609.2)

Source: author’s own (2020)

Distributed Channel Access (EDCA), use of the IEEE 802.11 Timing Announcement
table, Message Authentication Code (MAC) layer readdressing with pseudonym support
(IEEE1609.0, 2017).

IEEE 1609.3-2016

This standard establishes the network layer services and the following functions: WAVE
Service Advertisement (WSA) monitoring and transmission, channel access assignment, use
of the Logic Link Control (LLC) sub-layer, and EtherType Protocol Description (EPD) and
simplified IPv6 configuration (IEEE1609.0, 2017).

802.11p

It is an OFDM-based standard that establishes the physical and MAC layer. It is a
standard 802.11 patch that establishes communication between vehicles in a frequency range
of 5.9GHz (5,850-5,925 GHz) with a range of 10 MHz (GR&FLING; MaHONEN; RIIHIJ4RVI,
2010). It uses Dedicated Short-Range Communications (DSRC) and allows a distance of up to
1Km. The application layer is proprietary and can be deployed as needed. The security layer is

presented as follows.

2.2.1 IEEE 1609.2/IEEE 1609.2.a - Security services

According to IEEE1609.2a (2017), initially, in order to establish security standards
WAVE, the IEEE P1556 standard was created, which was later renamed to IEEE Std 1609.2.
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This standard defines message formats and structures, including protection and management
methods for services using this protocol. This model aims to offer a minimum of security in
communication, protecting the exchanged messages with low overhead, both in the transmission
and processing (IEEE1609.2a, 2017).

However, this standard only addresses the protection of messages against privacy and
integrity attacks, not specifying methods to protect against false messages or contain and
identify vehicles with bad behavior on the network. The current literature describes many

attacks on vehicular networks.

2.3 The attacks in VANET

The malfunction of sensors in a vehicle or even a malicious driver can impair a vehicle
network’s proper functioning through several techniques known. Many of these threats were
inherited from wireless sensor networks. The primary known forms of attacks can affect:
the availability of the network, the integrity and confidentiality of data, the authenticity, and

reputation of the vehicles. Among the various types of attacks at VANET are the following:

* Denial of Service (DoS)/Distributed Denial of Service (DDoS): attacks against
availability; a node (DoS) or several nodes (DDoS) that trigger many messages
against the On-board Unit (OBU) or RSU to deplete its resources (ROSELINMARY;
MAHESHWARI; THAMARAISELVAN, 2013);

* Jamming: attacks against availability, an intruder interferes in the electromagnetic

spectrum by increasing latency or even blocking communication (WANG et al., 2019);

* Blackhole/Greyhole: attacks against availability; a malicious node do not relay
the received packets (blackhole) or retransmit only those of its interest (Greyhole)

(ALNASSER; SUN; JIANG, 2019);

* Impersonation: attacks against authenticity; an attacker goes through another vehicle or

entity in order to deceive other nodes of the network (MOKHTAR; AZAB, 2015);

» Eavesdropping: attack against confidentiality; an attacker monitors another vehicle for

insider information (HASROUNY et al., 2017);
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Global Positioning System (GPS) Spoofing: attacks against integrity; an attacker
changes routes by manipulating GPS signal within his coverage area to send a vehicle

the wrong way, for instance, (BITTL et al., 2015);

Bogus Information: attacks against integrity; an attacker sends false messages to
compromise the network and change the behavior of drivers on the road (HASROUNY
etal., 2017);

Man-In-The-Middle (MITM): attacks against integrity and confidentiality; an attacker
remains in the middle of the communication path, intercepts the messages sent by a

vehicle, modifies and forwards them with the violated content (AHMAD et al., 2018);

Sybil: attacks against authenticity and reputation; an adversary forges the identity of
several others at the same time, creating the illusion that there are several vehicles
in the network, thus confusing the other vehicles in the network (ROSELINMARY;
MAHESHWARI; THAMARAISELVAN, 2013);

Newcomer: attacks against authenticity and reputation; an attacker enters in the network
with an identity, and after a while, it leaves the network and enters again with another

identity to restart its reputation (TRCEK, 2017);

Betrayal: attacks against integrity; an opponent of the network suddenly changes its

behavior by sending fake messages, becoming a malicious node (ZHANG, 2011);

Inconsistency: attacks against integrity; an attacker behaves in an unstable way,
informing true and false messages alternately, thus compromising the correct functioning
of the network (ZHANG, 2011). In this attack, unlike Betrayal, the vehicles do not

maintain a constant attack but behave honestly or dishonestly arbitrarily;

Collusion: attacks against integrity and reputation; several vehicles in the network can
ally to achieve a common goal, such as incorrectly reporting a vehicle’s reputation, for

example, (ZHANG, 2011).

Bad-mouthing: attacks against reputation; malicious users can arbitrarily give positive
or negative feedback about a vehicle on the network, in order to change their reputation
so that other vehicles can make incorrect decisions (BANKOVIC et al., 2011). Various

malicious vehicles can conspire against a target to reduce its reputation. This attack
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usually happens between competing nodes that provide similar services. In this case,
this attack is used by one or more vehicles, to slander your competitor (WANG et al.,

2016).

2.4 Cryptography and digital signature

This section presents the symmetric and asymmetric cryptography types and the digital

signature processes, with some examples of algorithms.

2.4.1 Symmetric cryptography

Symmetric encryption, private key cryptography, or secret key cryptography are
synonyms of an encryption scheme in which everyone involved in secure communication
receives the same key. It is a widely used scheme in vehicular networks for being
lightweight. This key is used for both encryption and decryption, and everyone involved
in the communication must have a copy of it (AYUSHI, 2010). The Figure 2.4 illustrates
the symmetric cryptography process, where a same key (Keyl) is used for encryption and
decryption of messages.

Figure 2.4 — Symmetric encryption process
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For message authentication, a widely discussed algorithm is MAC. MAC is a tag
generated from a message and a secret key to authenticate a message (RSA LABORATORIES,
1993). A mathematical function receives the message and the secret key to generate the tag.
The key is shared between the sender and receiver of the message to verify the authenticity of
the same. An implementation of MAC is Timed Efficient Stream Loss-tolerant Authentication
(TESLA). It provides a message’s integrity and authenticity by delaying key disclosure.

This algorithm also contributes to low processing overhead and low network communication

(PERRIG et al., 2005).
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2.4.2 Asymmetric cryptography

Asymmetric or public key cryptography is a framework widely used in encryption and
digital signature processes, where a pair of mathematically related keys are used: public and
private key. While the public key is distributed to all, the private key must belong exclusively to
the owner. The public key of asymmetric cryptography should not be confused with the secret
key of symmetric cryptography. In asymmetric cryptography, the private key must always be
kept safe (AYUSHI, 2010). Figure 2.5 shows the asymmetric cryptography procedure, where
the recipient’s key pair is used in the process. The sender uses the recipient’s public key to
encrypt the message, and the recipient uses its private key to decrypts the same message.

Figure 2.5 — Asymmetric encryption process
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2.4.3 Digital signature

Digital signature schemes provide validation of a document when it is signed, giving
the same legal validity as a handwritten document. Public key digital signature schemes
(scope of this work) should be verifiable, using the private key to sign and the public key to
verify the validity. A trusted third party is used to solve some problems in the case of an
attempt of forgery of keys (JOHNSON; MENEZES; VANSTONE, 2001). This third party is
responsible for issuing the certificates with the public and private keys of all those involved in
the communication.

The Figure 2.6 illustrates the digital sign procedure, where the sender’s key pair is used
in the process. The sender generates a hash of the message and encrypts that hash with its
private key. The receiver uses the sender’s public key to verify the digital signature as follows:
decrypts the received hash; generates a new hash of the message (using the same hash generation
algorithm used in the sender); finally, it compares the generated hash with the decrypted hash,

if both are equal, the signature is considered valid.
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In follow are presented some of the main asymmetric cryptographic algorithms: Rivest,
Shamir and Adleman (RSA), Elliptic Curve Digital Signature Algorithm (ECDSA) and
Ed25519.

Figure 2.6 — Digital signature process
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RSA

The public key cryptography algorithm called RSA was created in 1977 by Ron
Rivest, Adi Shamir, and Leonard Adleman, that offer encryption and digital signatures (RSA
LABORATORIES, 2000). The size of the keys used is generally 1024 or 2048 bits, and
its security is based on the product factorization of two large prime numbers, (PERBAWA;
AFRYANSYAH; SARI, 2017). To encrypt a message, raise it to a power e power (the message
must be converted to a numeric value), which is publicly known (public key). The result is
divided by the product of two large prime secret numbers, p and g. To decipher the message,
raised it to a secret power d (private key), and the result is also divided by the product of the
two large secret primes, p and g. The security of the system lies in the difficulty of factoring

large numbers (RIVEST; SHAMIR; ADLEMAN, 1978).
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ECDSA

ECDSA is an algorithm widely used in digital signature processes, created in 2000.
It is characterized by being lighter than other algorithms of the same category, offering the
same security, with smaller keys (PERBAWA; AFRYANSYAH; SARI, 2017). Its security is
based on the Elliptical Curve Discrete Logarithm Problem (ECDLP). This makes the force per
key bit significantly larger in an algorithm that uses elliptic curves, (JOHNSON; MENEZES;
VANSTONE, 2001).

Ed25519

Ed25519 is a relatively new and lighter cryptography algorithm than RSA and ECDSA.
Ed25519 has this name because it is based on the Edwards-curves and reduces the field g to
2255 _19. The algorithm is efficient in short messages due to the way it was constructed,
(BERNSTEIN et al., 2012). The Ed25519 has fast execution of high-security elliptic curve

encryption and can be used for high-performance applications and low-computing hardware

(TURAN; VERBAUWHEDE, 2019).

An encryption system’s security is proportional to the relative complexity of the
mathematical problem it addresses (KALRA; SOOD, 2011). The security provided by a 160-bit
Elliptical Curve Cryptography (ECC) cryptographic key is equivalent to a 1024-bit key of the
RSA algorithm (MANVI; KAKKASAGERI; ADIGA, 2009). According to Kumar (2006),
Bernstein et al. (2012), a 256-bit ECC key is equivalent to an approximately 3072-bit RSA key
and a 128-bit security level. Table X presents a table comparing the three algorithms presented

and their key sizes for a security level of 128 bits.

Table 2.1 — Key size of algorithms

Algorithm \ Key size
RSA 3072-bit
ECDSA 256-bit
Ed25519 256-bit

Source: author’s own (2020)
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2.5 Reputation systems

Reputation systems aim to establish trust and give credibility to information exchanged
between nodes in the network. According to Engoulou et al. (2019), reputation refers to
observations of an entity’s past behavior, which may indicate its future behavior. Entities that
have a history of good behavior tend to remain with good behavior. The same can be said for
individuals with bad behavior. This same concept, can be applied to vehicular networks. For
example, so that a vehicle decides whether or not to trust the information sent by an unknown
vehicle, its reputation can be used as a behavior parameter. For network nodes to exchange
messages with their neighbors, they must have confidence in the information exchanged.
Reputation systems aim to establish trust and give credibility to information exchanged between
nodes in the network.

These systems can be: (a) centralized, when there is a central entity that computes and
controls the participants’ reputation; (b) distributed, when the participants themselves store and
distribute their opinions about others, without a controlling entity (JSANG; ISMAIL; BOYD,
2007). However, for Su et al. (2020), these systems can still be: (a) centered on the entity
when reputations reflect the behavior of the entities that send messages on the network; or (b)
message-centered, when forwarded messages carry the reputation independent of the entity that
created them. A specific entity’s reputation is given by other entities’ opinions or feedback
with the previous contact. This feedback is subsequently aggregated, and a reputation value is
calculated for each entity. This value can be expressed in binary, in intervals (0, 1 or -1, 1),
by a positive integer, or even in a textual form such as bad/regular/good/excellent (Ruohomaa;
Kutvonen; Koutrouli, 2007). Therefore, for network nodes to exchange messages with their
neighbors, they must have confidence in the information exchanged, and this can be achieved

through a reputation system.
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3 RELATED WORKS

This session analyzes some related works to security in the information exchanged
and the received messages’ reliability. This covered works that deal only with authentication
schemes to jobs related to Fifth Generation of mobile network (5G), reputation, trust in

VANET, and Blockchain.

Authentication in VANET

The authors Manvi, Kakkasageri e Adiga (2009) proposed a method of message
authentication in vehicular networks using the ECDSA algorithm. Each vehicle has a pair
of keys (public and private). This type of encryption is called public (or asymmetric) key
cryptography, where it is possible to guarantee the authenticity and non-repudiation of the
messages transmitted on the network. However, this method alone does not guarantee the
message’s reliability, but it is possible to identify the vehicle. The ECDSA algorithm is based
on the ECC that has a reduced overhead compared to RSA.

In Wasef e Shen (2013), the Expedite Message Authentication Protocol (EMAP) was
suggested for VANET, focusing on the process of checking the Certificate Revocation List
(CRL) through a more efficient verification process. To comply with the proposal, EMAP uses
the Hash Message Authentication Code (HMAC) algorithm for message authentication and a
probabilistic key allocation system for the distribution of keys between vehicles. In the tests
performed by the authors, the protocol proved to be safe and efficient, significantly reducing
the message loss rate compared to other models. But this way, a large number of keys needs to
be created and distributed among the vehicle, increase the complexity of the keys management
and also do not ensure the reliability of the message.

Another scheme of message authentication using ECDSA was shown in Ravi e Kulkarni
(2013). The authors used a Peer-to-Peer (P2P) network in which vehicles organize themselves
in a highly dynamic way and development a framework to achieves high scalability, security,
and speed in communication. According to the authors, the tests were performed in a real
environment, with different message sizes, but used only two vehicles.

Due to VANET connectivity constraints and to reduce the overhead inserted by ECDSA,
Sakhreliya e Pandya (2014) authors invoked a hybrid system that uses public key infrastructure
with symmetric cryptography. Thus, while a pure asymmetric encryption mechanism has a

time of two milliseconds for message generation and five milliseconds for verifying the same,
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using the proposed system, it is reduced to 26 microseconds each of the previous operations
(SAKHRELIYA; PANDYA, 2014).

In Wang e Yao (2017), the authors presented a two-step authentication model:
authentication with asymmetric encryption through a long-term digital certificate and
symmetric cryptography with master key exchanged with the RSU. This paper also addresses
the issue of referring to Vehicle Certificate Revocation List (VCRL) and RSU Certificate
Revocation List (RCRL). According to the authors, the simulations performed achieve the
proposed objective, although it creates an overhead for checking revoked certificates.

In Singh et al. (2015), is approached the authentication and preservation of privacy
in the exchange of messages between vehicles. It also addresses the use of a leading cluster,
which receives messages from vehicles and only communicates with RSU to reduce message
traffic. The IEEE 802.11p standard and ECC encryption are used for communication. This

paper also does not address false messages or VANET attacks.

Reputation systems in VANET

Dotzer, Fischer e Magiera (2005) have created the Vehicle Ad-Hoc Network Reputation
System (VARS) that uses direct and indirect opinions on the messages sent. Feedback on the
messages’ reliability is attached by vehicles during forwarding, and the sender’s reputation
interferes with these opinions. When the vehicle enters the decision area, it evaluates the
opinions and decides whether or not to accept the message. According to the authors, the
system can handle sophisticated attacks and has proved to be efficient in general. However,
according to the authors, this model may be susceptible to collusion attacks, and practical tests
have not been carried out.

Lietal. (2013) proposed Reputation-based Global Trust Establishment (RGTE) scheme,
where the network nodes inform the reputation management center about the trust they have
over the other nodes in the network, and this communication occurs through RSUs. The
server stores a table with the reputation of one node over another one. Reputations in a node
have time to live, and nodes with good behavior slowly increase their reputation, while a bad
reputation decreases quickly. The nodes do not receive the recommendations of trust directly
from the other nodes but through the central reputation. However, the authors did not conduct

experiments to test the proposed mechanism.
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The Hidden Markov Model (HMM) for reputation computing in VANET was proposed
by Shrivastava, Sharma e Chaurasia (2016) as a lightweight reputation calculation mechanism.
The proposed scoring system assesses the messages received’ reliability and legitimacy, taking
into account the time restrictions in a vehicular network. However, reputation calculations were
tested in the Matlab' mathematical calculation system. No tests in real or simulated scenarios
were performed to prove their efficiency, taking into account the vehicle mobility.

In Kchaou, Abassi e Guemara (2018), the authors propose a scheme where vehicles are
grouped into clusters, and messages are stored using BlockChain. A cluster head is responsible
for maintaining a table with cluster members’ reputation, and the mining node decides the
message validation using fuzzy logic. After validation, a block is constructed containing several
messages validated by the miners. The authors did not perform practical tests. The time for the
validation of the safety messages seems very high, making it impossible to use them in accident

situations, where the decision must be made quickly.

3.1 VANET reputation algorithms

In this section, presents the reputation algorithms in vehicular networks that we use to
compare this work. Some are not about reputation algorithms but complete frameworks that
use their reputation algorithm. In comparison, this work use only the reputation algorithms
previously presented and not their complete frameworks. So, for simplicity, we named the
algorithm its framework. All the algorithms presented here were adapted to work in the

architecture proposed in this work.

3.1.1 ARS

The authors Jaimes, Ullah e Moreira (2016) proposed the Anonymous Reputation
System for Vehicular Ad hoc Networks (ARS). It uses a reputation system in which a
centrally-reputed server evaluates the vehicles that generate the messages and those that forward
them to the destination. Vehicle privacy is achieved through the use of short-term certificates
as pseudonyms. The messages are attached to the pseudonym of vehicles that create them and
forward them.

In the reputation system used in ARS, vehicles have a reputation p between |—1,1].

Two counters are used to store the feedback received from other vehicles about the messages

! https://www.mathworks.com/products/matlab.html
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sent, in which F* stores the positive feedback and F~ the negative feedback. Positive feedback
are worth +1, and negative feedback are worth -1. The reputation calculation is performed
according to Equation 3.1. The « factor is used to give different weights between the old
reputation pg and the aggregated feedback. Finally, a normalization function was applied to

leave the reputation between |0, 1], as shows the Equation 3.2.

p=pox(l—a)+(F'+F )*xa (3.1)

p =Norm(p) (3.2)

3.1.2 BYOR and BYOR-LF

In (MiHLBAUER; KLEINSCHMIDT, 2018), the authors proposed Bring Your Own
Reputation (BYOR), a reputation system for vehicular networks. At BYOR, vehicles receive
their digitally signed reputation when they are within the infrastructure coverage area (RSU).
The system operates in a partially decentralized manner, where contact with the RSU does not
need to be permanent to operate but only sporadic. RSU also addresses vehicle privacy through
short-term digital certificates, in which all messages sent are digitally signed. For reputation
calculation, the authors used a simple summation algorithm of the feedback received and a
Bayesian inference algorithm. However, the authors evaluated their algorithms in simulations
with a limited number of vehicles. Although they stated that the model is robust against
bad-mouthing attacks, they did not evaluate this type of attack.

In BYOR, the authors used some reputation algorithms to test the proposed model. The
tests in this work use the Bayesian inference reputation algorithm, using the beta probability
distribution function. A value gives the vehicles’ reputation between |0, 1[ and two counters are
used to store the feedback received, in which « stores the positive feedback and 8 the negative
feedback, as shown in Equation 3.3. The term pyy, refers to the vehicle’s reputation that sent

the feedback, and n is the number of vehicles that sent feedback.

o= Z?zl Pfb;
B=>""1Psm

All feedback remains stored and is used during reputation calculations. In each

(3.3)

reputation calculation, they have aggregated all feedback, as shown by Equation 3.4. Finally, it
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is calculated the new reputation p by averaging the old reputation pg and aggregating feedback,

as shown by Equation 3.5.

o
F=a+p G4
p=po+F (3.5)

2

The authors made a variation of BYOR using a longevity factor. This factor defines
that only the last £ feedback will be stored for reputation calculation. In this work, we call
this variation of Bring Your Own Reputation with Logevity Factor (BYOR-LF). It considers a
longevity factor (LF), which functions as a sliding window, allowing feedback received after a
certain point, are "forgotten". The main difference to BYOR is that only the f last feedback

received is taken into account.

3.1.3 IDES

In the paper (Su et al., 2020), the authors presented a reputation management scheme
for identifying malicious vehicles in VANET. The proposal of Instant Data Evaluation Scheme
(IDES) is to collect the global reputation of vehicles and enable instant recognition of unreliable
messages. The authors assume that a high-performance 5G network provides end-to-end
communication between vehicles. The reputation system is centralized, and the vehicle’s
reputation that generated the data contributes to the confidence in the messages received. The
receiving vehicle validates the received data and contributes to updating the sending vehicle’s
reputation. A self-developed emulator evaluated the behavior of IDES in the presence of
malicious attacks in the ways of spreading false messages (Bogus and Secret) and collusion.
IDES was compared only to the Hybrid Trust Management Framework (HTMF) framework
created for vehicular social networks (HUSSAIN et al., 2016).

In IDES, the vehicles’ reputation increases linearly and falls exponentially, depending
on the vehicle’s behavior on the network. The reputation algorithm used in this work has no
upper and lower limits. In theory, the reputation could range from | — oo, +oo[. To adapt to our
infrastructure and be able to compare with the other algorithms, the reputation was normalized

so that it reached values only between ]0, 1[.
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The IDES calculates the reputation, taking into account the number of positive and
negative feedback received and the vehicle’s reputation that sent the feedback. A feedback
counter F;, is used for each message sent, as shown by Equation 3.6. In this equation, feedback
is the sum of the reputations of the vehicles that sent the message, pyp,,. Positive feedback has
a positive sign, and negative feedback has a negative one. The infrastructure evaluates each
message’s feedback to calculate the new reputation, whether positive or negative. If the result

is negative, the message is assumed to be false. Otherwise, the message is supposed to be true.

Fn=> P, (3.6)
i=1

For each identified true message, the reputation is increased, as shown by Equation
3.7, in which c is a constant with values between ]0, 1[, which serves to amortize the increase in
reputation. py is the old reputation. When it is identified that the vehicle has sent false messages,
Equation 3.8 is used to reduce its reputation. n is the number of false messages identified, py is

the old reputation, and F,, is the feedback with a negative sign.

p=po+ckFy (3.7)

p=po+2"xFy (3.8)

As mentioned, a normalization function is used for both cases so that the values are
between |0, 1], as shown in Equation 3.9. IDES had good results against inconsistency attacks.

However, the authors did not consider bad-mouthing attacks on the network.

p = Norm(p) (3.9)

3.2 Related works comparison

Following, Table 3.1 shows the comparison between the related works mentioned above
and the proposed architecture, containing its main features. In short, about the reliability of
the messages, the non-repudiation, and the anonymity of the vehicles, only the works that
address some method of digital signature take into account these issues. In general, older

papers did not have this concern. As for the integrity of the messages, practically all the works
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cited address this subject, except for Dotzer, Fischer e Magiera (2005) and Su et al. (2020).
Shrivastava, Sharma e Chaurasia (2016) makes no mention of this. All works depend on the
use of RSUs, except for Ravi e Kulkarni (2013) and Sakhreliya e Pandya (2014) and Dotzer,
Fischer e Magiera (2005). Shrivastava, Sharma e Chaurasia (2016) doesn’t mention that either.

The vast majority of the works are centrally managed, only Ravi e Kulkarni (2013),
Dotzer, Fischer e Magiera (2005), Shrivastava, Sharma e Chaurasia (2016) and Kchaou, Abassi
e Guemara (2018) are decentralized. Most do not deal with revoked certificates, except
for Wasef e Shen (2013) and Wang e Yao (2017) which use CRL. Regarding the type of
communication used, few authors mentioned: Jaimes, Ullah e Moreira (2016) is capable of
using WAVE, Fourth Generation of mobile network (4G) or 5G; Miihlbauer e Kleinschmidt
(2018) uses WAVE; Su et al. (2020) uses 5G. Most papers address some reputation system,
except for the first six jobs shown in the Table 3.1.

About response time, most papers can be considered fast or medium, except for: Wasef
e Shen (2013), due to the use of large lists of revoked certificates and complex key distribution
management; Kchaou, Abassi e Guemara (2018), for using blockchain, there is a delay in
mining the blocks. Miihlbauer e Kleinschmidt (2018) and Su et al. (2020) do not have enough
data to assess their response times.

Finally, the proposed architecture, composed of DVNAT and the LETICIA reputation
algorithm: addresses all the issues discussed; has a centralized management; handles revoked

certificates without using CRLs; has a response time considered fast concerning the others.
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Table 3.1 — Comparison of related works
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4 DVNAT - DEDICATED VEHICULAR NETWORK ARCHITECTURE

The purpose of this work is to create the DVNAT, a complete approach of a vehicular
network, aiming to provide safety and a reputation system. A complete infrastructure has been
created to provide digital signature services, distribution of digital certificates, and a centralized
reputation system that is calculated based on driver feedback. At the core of the architecture is
what we call servers infrastructure, which comprises four entities that play dedicated roles.

Figure Figure 4.1 shows an overview of the proposed architecture and the entities
involved and their relationships. Session 4.2 will present how the architecture works. The

following are all the elements and entities that make up this architecture.

Figure 4.1 — Architecture communications
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4.1 Architecture elements and assumptions

The following are the definitions of all entities used in this model and their preliminary

specifications.
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Vehicular network

The vehicles are the main elements of the network and are equipped with an OBU that
has a radio frequency communication using WAVE for V2V and V2I communication. Besides,
the vehicles have two digital certificates issued by a valid Certification Authority (CA): (a)
a long-term digital certificate, used for authentication and identification of the vehicle by the
transit authorities; (b) a short-term digital certificate, renewed periodically to sign messages
that are transmitted by the vehicle. This period can be parametrized as necessary.

The objectives of the vehicular network are: (a) to provide information on traffic safety
(vehicles, cyclists, pedestrians, animals, among others); (b) provide entertainment to network
users through the sharing of videos, images, Internet access, among others (Brendha; Prakash,
2017; MISHRA; SINGH; KUMAR, 2016). Any message can be transmitted and shared

between vehicles, as long as there is an application for that.

Long-term Certificates

The long-term certificate issuance should be linked to the vehicle licensing document .
It is possible to establish periods of 1 to 5 years for their renewal. The transit authorities can
carry out this renewal procedure. The long-term certificate uniquely identifies the vehicle and

is used only to request short-term certificates.

Short-term certificates

Short-term certificates are issued periodically depending on the region, network density
or the network configuration. It has a short shelf life and, if it expires before the vehicle renews
it, the vehicle will no longer be able to send digitally signed messages. However, if an attacker
tries to do this, vehicles that receive an expired certificate message will discard the message.
This certificate must be renewed before it expires. When the vehicle is in the area covered by
the RSU, it will request its renewal.

The short-term certificate solves two security issues: (a) the vehicle privacy, as its
identity on the network is changed from time to time, preventing a malicious vehicle from
being able to identify and track another vehicle; (b) eliminates consultation with the long list of
revoked certificates, since if a vehicle has its long-term certificate revoked, it can not renew its

short-term certificate.
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RSU

The RSUs are used to send and receive messages between vehicles and the
infrastructure. Many of these devices can be used at different points on the road to provide
access to vehicles and other entities that need to communicate with the VANET infrastructure.
RSUs are responsible for forwarding messages between vehicles and infrastructure. They
handle three types of messages: (a) they receive feedback that the vehicles give for each
message received; (b) receive short-term certificates renewal requests; (c) send short-term

certificates requested by the vehicles.

Servers infrastructure
The servers infrastructure is the VANET servers cloud that contains all services
necessary for the operation of the proposed VANET architecture. The Figure 4.2 illustrates

this cloud, and each of the entities is explained below:

* Request Handler (RH): handles requests received by RSU and forwards them to the
corresponding server. It also decouples infrastructure and RSU, allowing the system to
use other telecommunications systems, such as cell towers, Wi-Fi access points, among

others.

* Feedback Computation Center (FCC): receives, aggregates, and stores the feedback

received in Data Base server (DB);

* CA: computes the reputation based on reputation historic and feedback stored in the

database, and issues vehicle certificates;

* DB: the database keeps the feedback received by FCC and vehicle reputations calculated
by CA.

More details on the internal functioning of each of the infrastructure entities will be

seen in Section 4.2.5.

Message types
There are two types of messages exchanged on the network: control and data messages.
Control messages are small messages that manage the system. Data messages are the

information that vehicles want to share with others. The vehicles can send a message in two
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Figure 4.2 — Infrastructure entities

FCC

Source: author’s own (2020)

ways: (a) directly, when the car’s sensors capture an event, and the vehicle sends the alert
message; (b) indirectly, when the vehicle is present in an event, and manually the driver informs
the alert message. As these messages are of interest to everyone and need to be exchanged
quickly, data messages are not encrypted, reducing overhead.

When a vehicle receives a message, it can check whether the message received is true
or false. This verification can be done when passing through the incident site or by other means
that will not be covered in this work. Upon entering the RSU coverage area, the vehicle sends an
opinion about the message received. In this model, the opinions sent are called feedback. The
feedback is control messages that only indicate the opinion of the driver (or vehicle) regarding
the veracity of the received message.

The feedback will be computed later by the infrastructure to calculate the reputation of
the vehicle that sent the message. The feedback is sent in encrypted form to RSU. The vehicle
sends a control message making its request to request a new short-term certificate. When the
certificate is ready, RSU delivers the certificate to the vehicle that is requested. This entire

procedure is performed in an encrypted form.

Digital signature

All messages need to be digitally signed to guarantee authenticity and prevent the vehicle
from changing its identity when its reputation is low or falsifying messages from other vehicles.
The Ed25519 algorithm was used to sign digitally the messages in this architecture. It is a

lightweight algorithm and proven to be viable in VANET, as shown in Natividade e Correia
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(2020), which the authors compare its use in vehicular networks, testing its efficiency with the
RSA and ECDSA, using the same security force for the three algorithms. The results of real
hardware showed that the Ed25519 algorithm presented the best result against the others. It is
about nine times faster than ECDSA and 42 times faster than RSA.

The digital signature can mitigate attacks such as impersonation, Sybil, newcomer, and
betrayal. Data message encryption avoids attacks such as eavesdropping and MITM, although

it is not used in this model.

Reputation

In this architecture, each vehicle has its reputation associated with its short-term
certificate, as in Miihlbauer e Kleinschmidt (2018). The vehicle reputation level is given by
a number between 0 and 1 (exclusive), as show the Equation 4.1. Each vehicle’s reputation
is recalculated with each request for a new short-term certificate and takes into account the
vehicle’s behavior when sending data messages on the network. Therefore, the reputation is
attached to the short-term certificate and digitally signed by CA, and it is not possible to falsify
it. It is up to the application or the specific scenario to define which levels are reliable or not for
a vehicle. For example: in an environment, the reputation level considered reliable can be from

0.6 in others, from 0.4, and so on.

{(peR/0O<p <1} @.1)

4.2 Architecture operation

The operations of sending and receiving messages, feedback, and certificates and the
computation of vehicle reputation must be well established. The Figure 4.1 shows the entire
procedure. Vehicle A represents a vehicle that is requesting for a new short-term certificate.
Vehicle B shows receipt of a short-term certificate that was previously requested. Vehicle
C represents a vehicle sending broadcast messages. On the other hand, Vehicle D shows
the sending of feedback to the RSU regarding a previously received message. As for the
requests/receipt of certificates and the sending of feedback, the vehicle must wait to be in a
RSU coverage area. The RSU, in turn, forwards all messages received to the infrastructure to
compute the new vehicle reputations and forward the requested certificate back. Below, each of

these procedures will be presented in detail.
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4.2.1 Obtaining a short-term certificate

Each vehicle must have a valid Long-term Certificate (LTC) L; issued by a trust CA.
At each predetermined period, the vehicle receives a temporary Short-term Certificate (STC)
k; from infrastructure. Figure 4.3 depicts the procedure for obtaining the short-term certificate

from infrastructure.

(1) when the STC k; is expiring, the vehicle makes a request to infrastructure informing its

LTC Li 5

(i) if the LTC is valid, the vehicle receives a new STC; otherwise, it receives an

authentication error;

Figure 4.3 — Obtaining a short-term certificate

Vehicle receives
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expiringl/expired

Vehicle request a STC:
requestSTC(L;)

NO

v

Vehicle receives:
Authentication Error

Source: author’s own (2020)

4.2.2 Sending data messages

The Figure 4.4 shows the flowchart to sending data messages. The scheme works as

follows:

1) when an event is detected, the vehicle creates incident message m ;
i1) it creates the message digital signature x;;

iii) the vehicle creates a package containing: the message m;, the message digital signature

x;j, and the STC public key ks

iv) finally, the vehicle broadcasts the packet.
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Figure 4.4 — Sending data messages
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Source: author’s own (2020)

4.2.3 Receiving data messages

The Figure 4.5 shows the flowchart for receiving data messages and works as follows:

1) when a vehicle receives a data message, it needs to check some conditions before making

a decision, as follows:

(a)

(b)

(©)

(d)

it checks the time of the message creation and its geographic localization,
this is because ancient messages or that occurred in a very distant location
can be discarded; times and distances must be parameterized according to the

environment;

it verifies if the public key ;" is not expired and it was issued by a trusted CA,
using the CA public key K/, thus: if & is not expired and K/, (k") is valid,

then go to the next step; otherwise, the message is dropped;

it verifies the message authenticity: if (H(m;) == k; (x;)), then go to the last

step; otherwise, the message is dropped;

it verifies the reputation vehicle: if reputation p; is greater than the threshold o,
then the message is accepted; this threshold is parameterized according to the
environment or application; otherwise, the message is stored temporally. This

process depends on VANET application.

i1) all messages are stored (accepted or not) to the vehicle verifies the incident on-site and

to send positive or negative feedback about the message.

4.2.4 Sending feedback

The scheme to send feedback about the received messages is present as follows:
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Figure 4.5 — Receiving data message
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Source: author’s own (2020)

1) when the vehicle V; checks an incident on-site and verifies its truthfulness, it gives

positive feedback to the vehicle that generated the message to increase its reputation;

i1) when V; checks an incident on-site and proves that this is a false message, it gives

negative feedback to the vehicle that generated the message to reduce its reputation;

iii) feedback is sent when the vehicle enters a RSU coverage area (V2I communication); the

RSU, in turn, sends feedback to the infrastructure to be computed.

4.2.5 Operation of the servers infrastructure

The servers’ infrastructure internal working is shown in the cloud in Figure 2, and
each entity’s details are described below. It should be noted that all services, applications,
and entities contained in this infrastructure connects to RSU via Transmission Control

Protocol/Internet Protocol (TCP/IP). As follows are described the infrastructure entities.

RH

RH is the server responsible for receiving and handling all requests from RSU through
the OMNeT++ simulator. For this purpose, the MQTT! protocol was used through the broker
Eclipse Mosquitto?. That is because MQTT is a lightweight and efficient publish/subscribe

protocol, widely used in Internet of Things (IoT). Mosquitto is an open source broker for

! MQTT is available at https://mqtt.org/
2 Eclipse Mosquitto is available at https://mosquitto.org/
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the Eclipse Foundation®, widely supported by the community. For the implementation of
communication via MQTT, the Paho* library was used, which is also developed by the Eclipse
Foundation and has an open source implementation.

The request handler (RH) used is Node-RED?, an open source flow-based programming
tool for event-oriented applications. It is currently maintained by the OpenJS Foundation®
and has been widely used by IoT applications. It has an easy configuration and is capable
of handling various types of patterns and message formats. Figure 4.6 shows the flow created
in Node-RED. New certificate requests are published in the MQTT /input/certificates
directory, pre-processed, and delivered via socket to the CA server. The CA, in turn, does
all the processing (seen below) and returns the certificate passing through post-processing and

publishing it in the /output /certificates directory, which is received by RSU.

Figure 4.6 — Node-RED infrastructure

debug 1 CA pos-proc loutput/certificates

linput/certificates
str2j jestr debug 4 debug 5
debug 3
pre-proc
debug 2

linput/feedbacks 0.1s FCC

debug 1

Source: author’s own (2020)

The feedback is published in the /input/feedback directory, undergo a delay of
100 ms before being delivered to the FCC server. This delay was due to the implementation
problem, which sometimes, there was a large feedback number arriving in a short time, creating
a bottleneck in the FCC. All elements in green, seen in Figure 4.6, are "debugs"used in the

implementation, but that remained disabled throughout the simulation.

3 Eclipse Foundation website https://www.eclipse.org/
4 Paho is available at https://www.eclipse.org/paho/

> Node-RED is available at https:/nodered.org/

6 OpenJS Foundation website https://openjsf.org/
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FCC

FCC is a system made in C++, using the Crypo++ library, which remains listening
on port 2775/Transmission Control Protocol (TCP), waiting for feedback from the simulation
vehicles. The feedback is sent by the vehicles that received messages on the network to RSU.
This process happens inside the simulator. RSU, in turn, forwards the request to RH, which
directs the request to FCC, using the corresponding flow.

Feedback is received in packages in the format JavaScript Object Notation (JSON)’, in
which they can contain one or more feedbacks from the same vehicle about others vehicles, as
the vehicle must store its feedbacks until it is in the coverage area of RSU to send them. The
FCC then aggregates the feedbacks received, according to the selected reputation algorithm,
and stores them in the DB database; FCC only sends feedback to DB, without making any

other queries in the database.

CA

CA 1is an application developed in C++ with Crypto++, which is listening for
connections on port 1393/TCP. It waits for requests for new short-term certificates in the
format JSON. These requests are made by vehicles that have their certificate expiring (or
expired) and sent to RSU. The RSU forwards the request to RH, which directs the request
to CA through the corresponding flow. CA queries the DB for the vehicle’s old reputation
and received feedback, and computes the new reputation according to the selected reputation
algorithm. Finally, CA should delete old feedback from the database if the reputation algorithm

used does not use feedback histories for its calculations.

DB

The DB is the database server responsible for storing each vehicle’s reputations in
the simulation, and their feedback received. For simplification, the local database SQLite8
version 3 was used in this model. However, any other Data Base Management System (DBMS)
could be used, merely changing the application’s corresponding communication driver. In this

architecture only two tables are used in the database:

* REPUTATION: stores the reputations of each vehicle in the network;

7 JSON is available at https://www.json.org/
8 SQLite is available at https://www.sqlite.org/
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« FEEDBACK: stores the feedback received from each vehicle in the network; additional

fields can be used, depending on the selected reputation algorithm.

4.3 Simulation operation

In a real environment, each vehicle would have its own OBU operating independently.
However, in a simulated environment, some changes need to be made. Figure 4.7 synthesizes
the entire operation of the infrastructure and its communications in the simulated environment.
The first rectangle shows the iteration between the simulators used and the communication of
the vehicles. The second and third rectangles represent the servers infrastructure. In this way,
there is a decoupling between the servers infrastructure and the simulated environment, in which
it can be replaced by a real VANET environment. OBUServer, the bottom of the first rectangle,
works as a shared OBU for all vehicles in the simulations.

OBUServer was the alternative to compute in real-time the time spent by digital
signature operations. OBUServer is a system made in C++ and Crypto++ library responsible
for signing and checking all messages sent and received by all vehicles. The time spent in this
process 1s added to the simulation time. The OBUServer can run on embedded hardware to
obtain verification and digital signature times closer to a real OBU, as in Natividade e Correia
(2020). In the second rectangle, it is possible to observe the RH, containing the MQTT and
Node-RED services. They receive messages from the simulators and pass them on to the
corresponding entity in the third rectangle. In this stage, there are the CAServer, for issuing

certificates, the FCC, to receive feedback, and the DB to store the information permanently.

Figure 4.7 — Simulation infrastructure
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Source: author’s own (2020)
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S LETICIA REPUTATION ALGORITHM

The LETICIA algorithm was developed to assess the reputation of vehicles that
exchange messages on VANET. The algorithm works in a centralized way, which a server
infrastructure processes and distributes the nodes’ reputation according to the feedback received
from other vehicles in the network. LETICIA was designed to be able to deal mainly with
inconsistency and collusion attacks by bad-mouthing. This algorithm quickly reduces the
reputation of a vehicle that sends fake messages on the network and gradually increases its
reputation when sending true messages. This strategy aims to reduce inconsistency attacks,
preventing the vehicle from rapidly increasing its reputation. For reputation calculation is
considered: (a) the old reputation of the assessed vehicle; (b) feedback from neighboring
vehicles and their reputation; (c) the time since creating the message and the moment when
it was received by the vehicle that sent the feedback.

The infrastructure aggregates and stores the feedback sent about each vehicle in two
counters: one to count the positive feedback and the other for the negative feedback. Each
feedback received, whether positive or negative, is calculated according to Equation 5.1. The
Table 5.1, shows all the variables used in calculating the aggregation of feedback and vehicle

reputation in the LETICIA algorithm.

T
p.i+(1_ fbi)
F+:Z;n:1 fb 5 £ .
(1) oD
_ P, +(1——F
Fm=3,"—

In this equation, F T is the counter that receives the sum of positive feedback, and F~ is
the one that receives the sum of negative. pyy, is the vehicle reputation that sent the feedback,
Ty, 1s the time since the message was created and the moment it was received by the vehicle
which sent the feedback, and € is the timeout for a message.

The aggregation of feedback calculation is given by Equation 5.2, which uses the Beta
Probability distribution function, as in Jgsang, Ismail e Boyd (2007), Miihlbauer e Kleinschmidt
(2018), Cervantes et al. (2014). Ay, is the aggregation of positive and negative feedback, o is

the sum of positive feedback (F1) + 1, and B, is the sum of negative feedback (F~) + 1.

o
A= a1 p)

5.2)



Table 5.1 — Variables used in the LETICIA algorithm calculations

Variable

Description

F+

summation of positive feedback

summation of negative feedback

number of vehicles that sent positive feedback

number of vehicles that sent negative feedback

vehicle reputation that sent feedback

message time to the vehicle that sent feedback (in seconds)

the timeout of a message on the network

aggregated feedback

positive feedback + 1

negative feedback + 1

the old reputation of the rated vehicle

the new reputation of the rated vehicle

Source: author’s own (2020)
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After aggregating the feedback, it is necessary to calculate the new reputation based on

the old reputation and aggregated feedback. When the received feedback aggregation (A zp) is

greater than 0.5, it indicates that, in that iteration, most of the opinions about the vehicle were

positive and that the value of its reputation should increase, as shown in the Equation 5.3. This

increase is amortized by a quadratic factor that smoothly raises the vehicle’s reputation.

P =Po+PoxAss—po*Asp

(5.3)

Suppose the feedback aggregation is less than or equal to 0.5. In that case, the value of

A sp indicates that the majority of opinions about the vehicle were negative and that its reputation

value should be reduced, given by Equation 5.4. Its reduction is extreme since, in addition to

the dependence on calculating the previous reputation and feedback aggregation, the value is

still reduced by half.

Po+ Po *Afp
2
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The feedback aggregation and reputation computation procedures can be exemplified by

the following algorithms. Algorithm 1 shows the feedback aggregation process, in which line 1

increments the positive feedback counter, and line 5 increments the negative feedback counter.
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Algorithm 1 — Feedback aggregation

1: if feedback = 1 then

2 A = positiveFeedbackAggregation(feedback) { Equation 5.1 F}

3: else

4: if feedback = -1 then

5: A = negativeFeedbackAggregation(feedback) { Equation 5.1 F~}
6 end if
7: end if

Source: author’s own (2020)

Algorithm 2 illustrates the reputation calculation procedure. Line 2 increases the
vehicle’s reputation if A (feedback aggregation) is greater than 0.5, while line 4 decreases the

reputation. In both cases, the value of A and the old reputation (pg) are taken into account.

Algorithm 2 — Reputation computation

if A> 0.5 then

p = increaseRho(A, pg) { Equation 5.3}
else

p = decreaseRho(A, pg) {Equation 5.4}
end if

ANE I N

Source: author’s own (2020)

Equation 5.3 and Equation 5.4 were found empirically. A value between 0 and 1 was
needed for the new reputation found, taking into account the old reputation and the aggregated
feedback. For the calculation of reputation increase (EQUATION 5.3), it was thought to
gradually increase, adding the old reputation by the product of the old reputation by the
aggregation of feedback found: py + pg *A . It would result in a very high reputation, possibly
exceeding the defined range of |0, 1]. Therefore, to normalize and prevent the rapid increase in
reputation, the negative term composed by the old reputation square’s product by aggregating
the feedback was added to the equation: —pg” * A fb- With this, it was possible to amortize the
increase in reputation.

For the reputation reduction calculation (EQUATION 5.4), the reputation is reduced
more quickly than the increase. We chose to calculate half the sum of the old reputation by the
product of the old sum by aggregating feedback: %‘)*Aﬂ’. The maximum and minimum values
found in reputation reduction calculations can be represented by Equation 5.5 and Equation 5.6,
respectively. Thus, as in this equation, the value of A s, is between ]0, 0.5], the reputation values
found are between ]0,0.75[. That is, in any scenario, the reputation reduction would be at least

25%.



p = lim

Po+ Po*Ajgp
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(Po+po*Agp)
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(5.5)

(5.6)
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6 METHODOLOGY

The purpose of this work is to create an architecture with a complete approach of a
vehicular network, aiming to provide safety and comfort to the drivers through the sharing of

accident messages.

6.1 Simulators and tools

In VANET, the use of real vehicles for testing is often impractical due to the high cost of
hardware for vehicular communication and network deployment. In this way, the simulators are
widely used for this purpose. These simulators should be as close as possible to the real world
to obtain a satisfactory result (CAVIN; SASSON; SCHIPER, 2002). To perform simulations
on vehicular networks, it is necessary: (a) a vehicle mobility simulator to simulate the route
of the vehicles on the road; (b) a network simulator to create a system of communication and
exchange of messages between the nodes of the network; (c) a middleware, which integrates
the two previous simulators, (SPAHO et al., 2011). In this way, the network’s mobile nodes
become vehicles that communicate with each other, as expected in a vehicular network.

There are currently several vehicle mobility simulators, network simulators, and
integration middlewares, as shown in the papers Cavin, Sasson e Schiper (2002) and Spaho
et al. (2011). However, the open-source framework Vehicles in Network Simulation (VEINS)!
was used to accomplish this work. VEINS integrates the SUMO? vehicle traffic simulator and
the OMNeT++° network simulator (SOMMER; GERMAN; DRESSLER, 2011). According to
the VEINS project website, more than 800 publications have been made in VANET using the
VEINS framework over the last ten years, (SOMMER, 2019).

Next, a brief explanation of the simulators and tools used to accomplish this work.

6.1.1 SUMO

The Simulation of Urban Mobility (SUMO) is an open source vehicle traffic simulator,
which has a set of tools to help prepare and run the simulations. It is capable of generating
outputs for each vehicle with diverse information, individual or aggregated. SUMO also

has an Application Programming Interface (API) that allows integration with other systems,

I VEINS is available at https://veins.car2x.org
2 SUMO is available at https://sumo.dlr.de
3 OMNeT++ is available at https://omnetpp.org
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(BEHRISCH et al., 2011). Second Lopez et al. (2018), SUMO is considered a microscopic
traffic simulator because each vehicle and its dynamics can be modeled individually. The Figure
6.2 shows SUMO simulator screen.

Figure 6.1 — SUMO simulator
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Source: author’s own (2020)

6.1.2 OMNeT++

The OMNeT++ is a modular, extensible, component-based C++ network simulation
framework, that supports simulations of various types of networks. It has an Eclipse-based
Integrated Development Environment (IDE) and simulations can be run in graphical or console
mode. OMNeT++ can be used freely for academic purposes, (VARGA, 2001) and (VARGA,
2010). The Figure 6.2 shows OMNeT++ simulator screen.

6.1.3 Veins

Veins is an open-source framework for the simulation of vehicular networks, which
integrates the OMNeT++ network simulator and the SUMO traffic mobility simulator, with
two-way coupling between them. This coupling allows SUMO to send the vehicle’s position
to OMNeT++. It allows the OMNeT++ to react to received commands, creating, erasing, and
changing the vehicles’ position during the simulation (SOMMER; GERMAN; DRESSLER,

2011). According to the VEINS website, its main characteristics are:
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Figure 6.2 — OMNeT++ simulator
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100% open source software;
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enables on-line reconfiguration and vehicle redirection in response to network packets;

has on a reliable model of vehicle mobility;
uses the IEEE 803.11p and IEEE 1609.4 standards;

uses models for the cellular network;

can be used on a single machine or a cluster of distributed computers;

able to import various elements of OpenStreetMap, such as buildings, speed limits,

scrolling lanes, traffic lights, among others;

able to use interference and shadowing patterns caused by buildings and vehicles.
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6.1.4 Crypto++

Crypto++* is a free library that implements cryptography algorithms. Currently there
are several cryptographic libraries such as Botan>, Bouncy Castle®, cryptlib’, libgerypt®, NaCl°,
OpenSSL!?, wolfCrypt!!, etc. Crypto++ was chosen to implement digital signature in this work

since:
1) itis easy to use;
i1) there are several examples available on the project website;
iii) implements the cryptography algorithm that will be used in this work, Ed25519;
iv) was recently used by researchers, as in Jaimes, Ullah e Moreira (2016);
v) it is updated continuously;

vi) its implementation is in C++, which is the language used in the used simulator.

6.2 Scenario

The tests were performed using a Manhattan-type scenario, with five horizontal paths
for five vertical ones of 200 meters each, as shown in Figure 6.3. In this model, a vehicle
is determined to be sending messages at each time interval. The vehicle in question remains
parked at a point on the road, over the RSU coverage (blue shadow), as shown in the image.
The coverage area of the RSU represented in the image is approximate, as Veins does not use
a fixed radius as the coverage area but performs mathematical calculations to approximate the
real world.

As soon as the vehicle that sends the messages enters the simulation, it parks at the
indicated point and remains there until the simulation’s end, sending messages during the

specified time. The other vehicles that receive messages circulate throughout the grid. However,

Crypto++ is available at https://www.cryptopp.com

Botan is available at https://botan.randombit.net

Bouncy Castle is available at http://bouncycastle.org

cryptlib is available at https://www.cs.auckland.ac.nz/ pgut001/cryptlib
libgerypt is available at https://dev.gnupg.org/source/libgcrypt

NaCl is available at https://nacl.cr.yp.to

100penSSL is available at https://www.openssl.org

T wolfCrypt is available at https://www.wolfssl.com/

4
5
6
7
8
9
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Figure 6.3 — Manhattan grid 5x5

Source: Source: author’s own (2020)

the final destination is always the top right corner of the grid, forcing them to always pass
through the coverage area of RSU so that they can deliver their feedback.

Simulation parameters can be seen in Table 6.1, in which the simulation time in the
OMNeT++ and SUMO simulators is 1000 seconds. The parked vehicle starts with a reputation
of 0.6, sends a message every two seconds, and renews its certificate every 10 seconds,
consequently receiving its new reputation. The other vehicles on the road receive a random
reputation, according to the seed used. The tests are repeated 33 times, with seeds from 660 to

692. The graphs are generated with a confidence level of 95%.

Table 6.1 — Simulation parameters

Simulations parameters | Value

Simulation time 1000s
Scenario size 800m x 800m
Vehicle initial reputation | 0.6

Message sending interval | 2s

Time to certificate renew | 10s

Random reputation from 0.1 to 0.99
Tests repetition 33

Seeds from 660 to 692
Confidence level 95%

Source: author’s own (2020)
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6.3 Tests

In the simulations performed, two types of configured attacks: inconsistency attack,
illustrated in Figure 6.4, and bad-mouthing collusion attack, illustrated in Figure 6.5. These
attacks were divided into subgroups, using a taxonomy defined by the authors Natividade,
Correia e Santos (2020): bipolar, restricted, and distributed. In simulations, the types,

sub-types, and probabilities of attacks are parameterized, simply choosing them as desired.

Inconsistency attack

An attacker behaves inconsistently, alternately sending true and false messages, thus
compromising the functioning of the network (ZHANG, 2011). In Figure 6.4, the red vehicle
(2) performs the inconsistency attack by sending messages on the network, either true or false.
The green vehicles that give their opinion (1..n), always emit a reliable feedback, that is,
positive feedback for true messages and negative feedback for false messages. The subgroups

for the inconsistency attack are:

i) bipolar inconsistency attack: the vehicle sends a true and a false message, alternately;

ii) restricted inconsistency attack: the vehicle sends true and false messages at a fixed
rate. For example, it sends 20 true and 20 false messages, repeating this behavior until

the end of the simulation;

iii) distributed inconsistency attack: throughout the simulation, the malicious vehicle is
likely to send fake messages. For example, of all messages sent in the simulation, 40%

are false.

Bad-mouthing collusion attack

Malicious attackers act in groups and arbitrarily issue a positive or negative feedback
about a vehicle on the network to change its reputation so that other vehicles make incorrect
decisions about it (BANKOVIC et al., 2011). In the attack shown in Figure 6.5, the blue
vehicle (2) that sends messages on the network always does it suitably. That is, it always sends
real messages on the network. The vehicles that give their feedback (1. .n) are the ones who
make the attacks against the reputation of the vehicle that sent the message, sometimes giving
a positive opinion (green) and sometimes a negative one (red). The subgroups for these attacks

are:
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Figure 6.4 — Inconsistency attack operation

/*~ CA

FCC

RSU sends the new (( ))
Vehicle A reputation i f

'
’
LIy

» Ltz Vehicles aIW%S/?
S “ send true feedback

; -“\.\_\_ P\ \

| 1
Vehicle A send some false messages
according to the parameters

Source: adapted from Natividade, Correia e Santos (2020)

1) restricted bad-mouthing collusion attack: vehicles with a particular reputation below
the specified rate always send negative feedback. For example, vehicles with a

reputation below 0.3 always send negative feedback;

ii) distributed bad-mouthing collusion attack: in this attack throughout the simulation,
vehicles that express their opinion are likely to send negative feedback incorrectly. For
example: of all vehicles that express their opinion, 20% do so incorrectly, that is, sending

negative feedback.

Figure 6.5 — Bad-mouthing collusion operation
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6.4 Metrics

This work compared five reputation algorithms in vehicular networks, ARS, BYOR,
BYOR-LF, IDES, and LETICIA, using DVNAT. The metric used in the comparisons was the
reaction of a vehicle’s reputation over several iterations, taking into account its behavior and

neighbors’ behavior who evaluated its messages.
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7 RESULTS AND DISCUSSION

The results of the reputation algorithms tests evaluated in the DVNAT are presented
below, against attacks of inconsistency and collusion by bad-mouthing. The tested algorithms

were ARS, BYOR, BYOR-LF, IDES, and the proposed algorithm, LETICIA.

7.1 Inconsistency attack

The reputation algorithms have been evaluated in DVNAT against inconsistency attacks,
in which an attacker alternates by sending true and false messages to the network’s vehicles.

The subgroups of attacks of bipolar inconsistency, restricted and distributed, were evaluated.

Bipolar inconsistency attack
In a bipolar inconsistency attack, the vehicle sends a true message, followed by a false
one. It repeats this behavior until the end of the simulation. Figure 7.1 shows the result of the

bipolar inconsistency attack for all algorithms.

Figure 7.1 — Bipolar inconsistency attack
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The ARS algorithm was the most unstable, varying the reputation of the malicious
vehicle between 0.15 to 0.99, classifying as a high reputation and low reputation, following
the attacker’s behavior. The BYOR and BYOR-LF algorithms had similar behaviors, which
the vehicle’s reputation was stabilized at 0.5. Although these algorithms negatively rated the
vehicle, they reacted complacently to the attacks and did not reduce the vehicle’s reputation as

the number of iterations increased. IDES soon the beginning, it dropped its reputation close
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to zero, giving the vehicle no chance to resume a higher reputation. The LETICIA algorithm

rated the malicious vehicle negatively, reacting more quickly against the attack and reducing its

reputation as the number of iterations increased.

Restricted inconsistency attack

For this attack, the malicious vehicle alternates true and false messages at a fixed rate. In

this simulation, for a total of 100 messages, the malicious vehicle sent 10 or 20 false messages,

followed by 10 or 20 true messages, repeating this behavior until the end of the simulation.

Figure 7.2 shows the result of the restricted inconsistency attack for all algorithms.

Figure 7.2 — Restricted inconsistency attack with vehicle alternately sends 10 and 20 false messages,
after 10 and 20 true messages, respectively
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ARS follows the behavior of the attacking vehicle, alternating between negative and

positive reputations according to the rate of sending false messages. The BYOR and BYOR-LF

algorithms had similar behaviors for both rates, up to approximately the 30th iteration. After
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that, BYOR-LF becomes a little more aggressive in falls and resumes of reputation, due to its
longevity factor. In general, both maintain the vehicle’s reputation between 0.6 and 0.4.

IDES outlined a slight rise at the beginning. However, soon after the first false
messages, it dropped its reputation close to zero, giving the vehicle no chance to resume a
higher reputation. After 20 false messages in a row, the algorithm does not allow the vehicle’s
reputation to exceed 0.1.

There is a clear view for the 10 true/10 false attacks that LETICIA maintains the
vehicle’s reputation close to IDES. However, it has small recovery peaks that follow the
vehicle’s behavior, but it falls again, coming close to zero. In the attack of 20 true/20 false,
the vehicle presents higher peaks. However, it remains with a relatively high reputation for a
short time about the other algorithms, remaining most of the time with the reputation close to
zero, which is desirable.

The Figure 7.3 shows in detail the recovery peaks from 10/10 and 20/20 attacks,
respectively. Each point on the graph corresponds to an iteration. The first graph shows
the detail between iterations 80 and 97, in which BYOR remains reputed above 0.4 for 18
iterations. BYOR-LF takes 17 iterations. While LETICIA, in just six iterations, the vehicle’s
reputation can rise and fall below this threshold. The second graph shows the peaks between
iterations 56 and 71, in which BYOR-LF remains reputed above 0.6 for nine iterations while
BYOR takes 16 iterations. On the other hand, LETICIA remains above 0.6 for just four

iterations.

Figure 7.3 — Detail of restricted inconsistency attack with vehicle alternately sends 10 or 20 false
messages, after 10 or 20 true messages, respectively
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Distributed inconsistency attack

The malicious vehicle probabilistically sends false messages in this attack, following
distribution of 10%, 30%, 40%, 50%, and 70%. The Figure 7.4 shows the simulation results for
all algorithms with 10% and 30% of attacks distribution. For the 10% distribution, the results
are similar for LETICIA and ARS, which maintains the malicious vehicle’s reputation at an
average of 0.95. BYOR and BYOR-LF manage to reduce their reputation a little more, staying
at approximately 0.90. However, IDES manages to more aggressively lower the vehicle’s
reputation to near zero, right in the 45th iteration. However, the attack percentage can still

be considered low for such a dramatic reduction in reputation.

Figure 7.4 — Distributed inconsistency attack with vehicle sending false messages 10% and 30% of the
time, respectively
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For the distribution of 30% false messages, LETICIA kept the vehicle’s reputation below
the ARS algorithm. However, BYOR and BYOR-LF still performed better, further lowering the
reputation. IDES reduced the vehicle’s reputation close to zero after the 20th iteration of the

simulation.
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Figure 7.5 shows the inconsistency attacks, with rates of 40% and 50% for sending false
messages. The LETICIA algorithm obtained the best results, as shown in the 40% and 50%
graphs. On the 40% attack chart, LETICIA maintained the vehicle’s reputation between 0.6
and 0.4. IDES maintained the previous attack percentage’s behavior, leaving the reputation
very close to zero just before the 20th iteration. However, LETICIA remains reputable below

0.6 with the possibility of resuming a high reputation in the event of a behavior change.

Figure 7.5 — Inconsistency distributed attack with vehicle sending false messages 40% and 50% of the
time, respectively
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On the 50% attack graph, in which the vehicle stays half the time sending fake messages,
LETICIA drops the vehicle’s reputation even more dramatically in the first iterations, keeping
the reputation below 0.4. The LETICIA results were better than the ARS, BYOR, BYOR-LF
algorithms. However, IDES maintains its behavior of reducing reputation close to zero in the

first iterations.



66

This behavior tends to remain with higher percentages of attacks, as illustrated by Figure
7.6, which shows a 70% attack in the distributed inconsistency attack. For such an aggressive
attack, LETICIA keeps the vehicle’s reputation close to zero, drawing with IDES around the

30th iteration.

Figure 7.6 — Inconsistency distributed attack with vehicle sending false messages 70% of the time
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7.1.1 Bad-mouthing collusion attack

The reputation algorithms were also evaluated in the presence of collusion attacks
by bad-mouthing. In this type of attack, malicious vehicles come together to manipulate a
particular vehicle’s reputation on the network. The consequence is that the other vehicles in the
network wrongly evaluate the attacked vehicle, underestimating its reputation. The subgroups

of collusion attacks by restricted and distributed bad-mouthing were evaluated.

Restricted bad-mouthing collusion

In this attack, vehicles with a reputation below a specified value send negative feedback
about an honest vehicle. For vehicles with reputations below 0.1, the LETICIA algorithm kept
the rated vehicle’s reputation close to 1.0, unaffected by the bad-mouthing collusion attack, as
can be seen in Figure 7.7. IDES was the most affected algorithm, keeping the reputation below
0.6 for almost the entire simulation period.

For vehicle attacks with reputations below 0.3 and 0.4, LETICIA still maintained a better
result than the others, keeping the vehicle’s reputation high, (FIGURE 7.8). For collusion with

a reputation below 0.3, it maintained a reputation above 0.8. For collusion of vehicles with a
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Figure 7.7 — Restricted bad-mouthing collusion attack with vehicles with 0.1 reputation is making attack
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reputation below 0.4, it maintained a reputation above 0.7. The ARS, BYOR, and BYOR-LF
algorithms maintained the vehicle’s reputation below LETICIA. IDES maintained the worst

result, being affected by the attack.

Figure 7.8 — Restricted bad-mouthing collusion attack with vehicles with 0.3 and 0.4 reputation is
making attack, respectively
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The simulation in which the attacker vehicles have reputations below 0.5, LETICIA

algorithm maintains the vehicle’s reputation above the others. However, ARS was superior to
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the others, as can be seen in Figure 7.9. Nevertheless, in general, all algorithms maintain the
vehicle’s reputation below 0.6. From attacks in which vehicles have a reputation below 0.6,

LETICIA cannot maintain an honest vehicle reputation, dropping dramatically.

Figure 7.9 — Restricted bad-mouthing collusion attack with vehicles with 0.5 and 0.6 reputation is
making attack, respectively
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Distributed bad-mouthing collusion

In this attack, vehicles are grouped, regardless of their reputations, and incorrectly send
negative feedback following a determined probability distribution rate. Figure 7.10 shows the
simulations with rates of 10% and 20 % of vehicles making attacks. For both tests, the LETICIA
and ARS algorithms had similar results. LETICIA got a little better on both tests. ARS varied
more, with slightly higher declines throughout the simulation. In the 10% attack, BYOR and
BYOR-LF left the reputation at approximately 0.9 for almost every simulation. However, IDES
got the worst result, quickly reducing the vehicle’s reputation, reaching approximately 0.15.
In the 20% attack, the LETICIA was around 90%, and the BYOR and BYOR-LF algorithms

remained at 0.8. In contrast, IDES dropped its reputation to almost zero around iteration 35.
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Figure 7.10 — Distributed bad-mouthing collusion attack with 10% and 20% of the vehicles making
attack, respectively
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The Figure 7.11 shows the distributed bad-mouthing collusion attacks with 30% and
40% of the vehicles performing attacks, respectively. The first graph shows the same behavior
of the 10% and 20% tests, in which LETICIA and ARS maintain a similar behavior, but in
general, LETICIA remains slightly higher, keeping the reputation around 0.8. The BYOR and
BYOR-LF algorithms continue with practically the same behavior, maintaining the vehicle’s
reputation around 0.7. In contrast, IDES continues to prove ineffective against this type of
attack, practically zeroing in on reputation around the 20th iteration.

In the second graph, 40% of the vehicles are making attacks. The BYOR, BYOR-LF,
and LETICIA algorithms were practically tied, maintaining the reputation and around 0.6. In
this scenario, the ARS achieved a slightly better result, as it managed to maintain its reputation
above 60%. IDES maintained its behavior, drastically reducing the reputation of the vehicle

being attacked.
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Finally, the graphics of Figure 7.12 show the behavior of the vehicle’s reputation that
sends messages suffering collusion attacks by distributed bad-mouthing, with rates of 50% and
60%. For the 50% attacker rate, all algorithms reduced the honest vehicle’s reputation to values
below the initial reputation, which was 0.6. The ARS maintained the reputation around 0.55, and
the BYOR and BYOR-LF algorithms maintained the reputation at approximately 0.5.

However, in this more aggressive scenario, where half of all vehicles in the network were
attacking the vehicle that sent true messages, LETICIA reduced the honest vehicle’s reputation
to values below the other algorithms, below 0.3. It is justified since half the vehicles in the
network are attackers. This behavior is in line with expectations since we assume in this work
that most vehicles in the network are honest. This hypothesis has been used in VANET as
shown (GHALEB et al., 2019). For even more aggressive attacks, as shown in the 60 % graph,
the algorithm cannot sustain itself and brings the reputation close to zero in iteration 60, for the

same reason described previously.

Figure 7.11 — Distributed bad-mouthing collusion attack with 30% and 40% of the vehicles making
attack, respectively
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Figure 7.12 — Distributed bad-mouthing collusion attack with 50% and 60% of the vehicles making
attack, respectively
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8 CONCLUSIONS

The advance of wireless communication between devices has increased the number of
connected devices. It triggered several security problems. However, in VANET, this insecurity
brings several inconveniences to drivers and can even be fatal. This work presented a vehicular
network architecture that improves the security and reliability of the messages exchanged in the
network through a digital signature system and a centralized vehicle reputation.

The proposed architecture, DVNAT, was used to compare and evaluate the reputation
algorithms ARS, BYOR, BYOR-LF, IDES and LETICIA, against inconsistency and collusion
attacks by bad-mouthing. The results show that for inconsistency and bad-mouthing collusion
attacks, IDES keeps the vehicle’s reputation always close to zero, not allowing a resumption
in case of behavior change and showing to be utterly inefficient against collusion attacks by
bad-mouthing. In the restricted inconsistency attack, the LETICIA algorithm was better because
it followed the vehicle’s behavior, reducing and increasing its reputation as expected, remaining
less time with the reputation up. However, in distributed inconsistency attacks, LETICIA does
better in more aggressive attacks, starting at 40% attacks.

For restricted bad-mouthing collusion attacks, low-reputation vehicles making attacks
do not contribute much to reduce the honest vehicle’s reputation when using LETICIA.
Considering that most of the network’s nodes are honest, in the case of bad-mouthing collusion
attacks, LETICIA also did better. Even when 40% of the network makes attacks against the
vehicle, it manages to maintain its reputation above the other algorithms. Therefore, this
work showed the superiority of the proposed reputation algorithm, taking into account the
inconsistency and bad-mouthing collusion attacks, in a robust architecture.

The LETICIA algorithm is effective against other types of reputation attacks, such as
false information and betrayal, for example. DVNAT architecture can mitigate other types
of attacks like impersonation, Sybil, and newcomer. If you need to mitigate attacks like
eavesdropping (espionage) and MITM, just use encryption on critical messages. In this way,
both (DVNAT and LETICIA) are very effective against various types and attacks documented
in vehicular networks and can be applied in a variety of configurations, from critical traffic
applications to information exchange applications as points of interest and entertainment for

passengers.
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8.1 Future works

As future work, we intend to expand the structure of DVNAT to allow the creation
of modules containing other reputable algorithms so that they can be easily tested. It is also

intended to investigate DVNAT and the tested algorithms:
* in a simulated scenario with a real trace;
» with several vehicles sending messages and being evaluated;
 with other types of reputation attacks, such as betrayal for example;
* using other metrics, such as response time and message loss, for example.

Finally, it is planned to validate the entire architecture (DVNAT and LETICIA) in a real
environment, containing: vehicles, RSUs, infrastructure servers interacting through wireless

communication, and all variables in the real world.
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